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Subpart A—Protection of Privacy
and Access to Individual
Records Under the Privacy
Act of 1974

§700.10 General provisions.

(a) Purpose and scope. The subpart
contains the regulations of the Office
of Independent Counsel implementing
the Privacy Act of 1974, 5 U.S.C. 552a.
The regulations apply to all records
that are contained in systems of
records maintained by the Office of
Independent Counsel and that are re-
trieved by an individual’s name or per-
sonal identifier. These regulations set

forth the procedures by which an indi-
vidual may seek access under the Pri-
vacy Act to records pertaining to him,
may request correction of such records,
or may seek an accounting of disclo-
sures of such records by the office.

(b) Transfer of law-enforcement records.
The head of the Office, or his designee,
is authorized to make written requests
under 5 U.S.C. 552a(b)(7) for transfer of
records maintained by other agencies
that are necessary to carry out an au-
thorized law-enforcement activity of
the Office.

(c) Definitions. As used in this sub-
part, the following terms shall have
the following meanings:

(1) Agency has the meaning given in 5
U.S.C. 551(1) and 5 U.S.C. 552a(a)(1).

(2) Record has the same meaning
given in 5 U.S.C. 552(a)(4).

(3) Request for access means a request
made pursuant to 5 U.S.C. 552a(d)(1).

(4) Request for correction means a re-
quest made pursuant to 5 U.S.C.
552a(d)(2).

(5) Request for an accounting means a
request made pursuant to 5 U.S.C.
552a(c)(3).

(6) Requester means an individual who
makes either a request for access, a re-
quest for correction, or a request for an
accounting.

(7) System of records means a group of
any group of any records under the
control of the Office from which infor-
mation is retrieved by the name of an
individual or by some identifying num-
ber, symbol, or other identifying par-
ticular assigned to that individual.

§700.11 Request for access to records.

(a) Procedure for making requests for
access to records. An individual may re-
quest access to a record about him by
appearing in person or by writing the
Office. A requester in need of guidance
in defining his request may write to
the FOIA/PA Officer, Office of Inde-
pendent Counsel, suite 701 West, 555
Thirteenth Street, NW., Washington,
DC 20004. Both the envelope and the re-
quest itself should be marked: “‘Pri-
vacy Act Request.””

(b) Description of records sought. A re-
quest for access to records must de-
scribe the records sought in sufficient
detail to enable Office personnel to lo-
cate the system of records containing
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§700.12

the record with a reasonable amount of
effort. Whenever possible, a request for
access should describe the nature of
the records sought, the date of the
record or the period in which the
record was compiled, and the name or
identifying number of the system of
records in which the requester believes
the record is kept.

(c) Agreement to pay fees. The filing of
a request for access to a record under
this subpart shall be deemed to con-
stitute an agreement to pay all appli-
cable fees charged under §700.17 up to
$25.00. The Office shall confirm this
agreement in its letter of acknowledg-
ment to the requesters. When filing a
request, a requester may specify a will-
ingness to pay a greater amount, if ap-
plicable.

(d) Verification of identity. Any indi-
vidual who submits a request for access
to records must verify his identity in
one of the following ways, unless the
notice published in the FEDERAL REG-
ISTER describing the relevant system of
records provides otherwise.

(1) Any requester making a request
in writing must state in his request his
full name, current address, and date
and place of birth. In addition, a re-
quester must provide with his request
an example of his signature, which
shall be notarized. In order to facilitate
the identification and location of the
requested records, a requester may
also, at his option, include in his re-
quest his Social Security number.

(2) Any requester submitting a re-
quest in person may provide to the Of-
fice a form of Official photographic
identification, such as a passport or an
identification badge. If a requester is
unable to produce a form of photo-
graphic identification, he may provide
to the Office two or more acceptable
forms of identification (such as a driv-
er’s license or credit card) bearing his
name and address.

(e) Verification of guardianship. The
parent or guardian of a minor (or the
guardian of a person judicially deter-
mined to be incompetent) who submits
a request for access to the records of
the minor or incompetent must estab-
lish:

(1) His own identity and the identity
of the subject of the record, as required
in paragraph (d) of this section,
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(2) That he is the parent or guardian
of the subject of the record, which may
be proved by providing a copy of the
subject’s birth certificate showing par-
entage or by providing a court order es-
tablishing the guardianship, and

(3) That he seeks to act on behalf of
the subject of the record.

§700.12 Responses to requests for ac-
cess to records.

(a) Authority to grant or deny requests.
The head of the Office, or his designee,
is authorized to grant or deny any re-
quest for access to a record.

(b) Initial action by the Office. When
the Office receives a request for access
to a record in its possession, the Office
shall promptly determine whether an-
other Government agency is better
able to determine whether the record is
exempt, to any extent, from access. If
the Office determines that it is the
agency best able to determine whether
the record is exempt, to any extent,
from access, then the Office shall re-
spond to the request. If the Office de-
termines that it is not the agency best
able to determine whether the record is
exempt from access, the Office shall re-
spond to the request, after consulting
with the agency best able to determine
whether the record is exempt from ac-
cess. Under ordinary circumstances,
the agency that generated or origi-
nated a requested record shall be pre-
sumed to be the agency best able to de-
termine whether the record is exempt
from access. However, nothing in this
section shall prohibit the agency that
generated or originated a requested
record from consulting with the Office,
if the agency that generated or origi-
nated the requested record determines
that the Office has an interest in the
requested record or the information
contained therein.

(©) Law-enforcement information.
Whenever a request for access is made
for a record containing information
that relates to an investigation of a
possible violation of criminal law or to
a criminal law-enforcement proceeding
and that was generated or originated
by another agency, the Office shall
consult with that other agency, as ap-
propriate.

(d) Classified information. Whenever a
request for access is made for a record
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containing information that has been
classified, or that may be eligible for
classification, by another agency under
the provision of Executive Order 12356
or any other Executive order con-
cerning the classification of records,
the Office shall refer the responsibil-
ities for responding to the request to
the agency that classified the informa-
tion or should consider the information
for classification. Whenever a record
contains information that has been de-
rivatively classified by the Office be-
cause it contains information classified
by another agency, the Office shall
refer the responsibility for responding
to the request to the agency that clas-
sified the underlying information; how-
ever, such referral shall extend only to
the information classified by the other
agency.

(e) Agreements regarding consultations.
No provision of this section shall pre-
clude formal or informal agreements
between the Office and another agency,
to eliminate the need for consultations
concerning requests or classes of re-
quests.

(f) Date for determining responsive
records. In determining records respon-
sive to a request for access, the Office
ordinarily will include only those
records within the Office’s possession
and control as of the date of its receipt
of the request.

§700.13 Form and content of Office re-
sponses.

(a) Form of notice granting request for
access. After the Office has made a de-
termination to grant a request for ac-
cess in whole or in part, the Office
shall so notify the requester in writing.
The notice shall describe the manner in
which access to the record will be
granted and shall inform the requester
of any fees to be charged in accordance
with §700.17.

(b) Form of notice denying request for
access. When the Office denies a request
for access in whole or in part it shall so
notify the requester in writing. The no-
tice shall be signed by the head of the
Office, or his designee, and shall in-
clude:

(1) The name and title or position of
the person responsible for the denial;

(2) A brief statement of the reason or
reasons for the denial, including the

§700.15

Privacy Act exemption or exemptions
that the Office has relied upon in deny-
ing the request and a brief explanation
of the manner in which the exemption
or exemptions apply to each record
withheld; and

(3) A statement that the denial may
be appealed under §700.18(a) and a de-
scription of the requirements of that
subsection.

(c) Record cannot be located or has
been destroyed. If a requested record
cannot be located from the information
supplied, or is known or believed to
have been destroyed or otherwise dis-
posed of, the Office shall so notify the
requester in writing.

(d) Medical records. When an indi-
vidual requests medical records per-
taining to himself that are not other-
wise exempt from individual access,
the Office may advise the individual
that the records will be provided only
to a physician, designated by the indi-
vidual, who requests the records and
establishes his identity in writing. The
designated physician shall determine
which records should be provided to the
individual and which records should
not be disclosed to the individual be-
cause of possible harm to the indi-
vidual or another person.

§700.14 Classified information.

In processing a request for access to
a record containing information that is
classified or classifiable under Execu-
tive Order 12356 or any other Executive
order concerning the classification of
records, the Office shall review the in-
formation to determine whether it war-
rants classification. Information that
does not warrant classification shall
not be withheld from a requester on
the basis of 5 U.S.C. 552a(k)(1). The Of-
fice shall, upon receipt of any appeal
involving classified or classifiable in-
formation, take appropriate action to
ensure compliance with the provisions
of Executive Order 12356.

§700.15 Records in exempt systems of
records.

(a) Law-enforcement records exempted
under subsections (j)(2) and (k)(2). Before
denying a request by an individual for
access to a law-enforcement record
that has been exempted from access
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§700.16

pursuant to 5 U.S.C. 552a(k)(2), the Of-
fice must review the requested record
to determine whether information in
the record has been used or is being
used to deny the individual any right,
privilege, or benefit for which he would
otherwise be eligible or to which he
would otherwise be entitled under fed-
eral law. If so, the Office shall notify
the requester of the existence of the
record and disclose such information to
the requester, except to the extent that
the information would identify a con-
fidential source. In cases when disclo-
sure of information in a law-enforce-
ment record could reasonably be ex-
pected to identify a confidential
source, the record shall not be dis-
closed to the requester unless the Of-
fice is able to delete from such infor-
mation all material that would iden-
tify the confidential source.

(b) Employee background investiga-
tions. When a requester requests access
to a record pertaining to a background
investigation and the record has been
exempted from access pursuant to 5
U.S.C. 552a(k)(5), the record shall not
be disclosed to the requester unless the
Office is able to delete from such
record all information that would iden-
tify a confidential source.

§700.16 Access to records.

(a) Manner of access. The Office, once
it has made a determination to grant a
request for access, shall grant the re-
quester access to the requested record
by—

(1) Providing the requester with a
copy of the record or

(2) Making the record available for
inspection by the requester at a rea-
sonable time and place.

The Office shall in either case charge
the requester applicable fees in accord-
ance with the provisions of §700.17. If
the Office provides access to a record
by making the record available for in-
spection by the requester, the manner
of such inspection shall not unreason-
ably disrupt the operations of the Of-
fice.

(b) Accompanying person. A requester
appearing in person to review his
records may be accompanied by an-
other individual of his own choosing.
Both the requester and the accom-
panying person shall be required to
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sign a form stating that the Office of
Independent Counsel is authorized to
disclose the record in the presence of
both individuals.

§700.17 Fees for access to records.

(@) When charged. The Office shall
charge fees pursuant to 5 U.S.C.
552a(f)(5) for the copying of records to
afford access to individuals unless the
Office, In its discretion, waives or re-
duces the fees for good cause shown.
The Office shall charge fees only at the
rate of $0.10 per page. For materials
other than paper copies, the Office may
charge the direct costs of reproduction,
but only if the requester has been noti-
fied of such costs before they are in-
curred. Fees shall not be charged when
they would amount, in the aggregate,
for one request or for a series of related
requests, to less than $3.00. However,
the Office may, in its discretion, in-
crease the amount of this minimum
fee.

(b) Notice of estimated fees in excess of
$25. When the Office determines or esti-
mates that the fees to be charged under
this section may amount to more than
$25, the Office shall notify the re-
quester as soon as practicable of the
actual or estimated amount of the fee,
unless the requester has indicated in
advance his willingness to pay a fee as
high as that anticipated. (If only a por-
tion of the fee can be estimated read-
ily, the Office shall advise the re-
quester that the estimated fee may be
only a portion of the total fee.) When
the estimated fee exceeds $25 and the
Office has so notified the requester, the
Office will be deemed not to have re-
ceived the request for access to records
until the requester has agreed to pay
the anticipated fee. A notice to a re-
quester pursuant to this paragraph
shall offer him the opportunity to con-
fer with Office personnel with the ob-
ject of reformulating his request to
meet his needs at a lower cost.

(c) Form of payment. Requesters must
pay fees by check or money order made
payable to the Treasury of the United
States.

(d) Advance deposits. (1) When the es-
timated fee chargeable under this sec-
tion exceeds $25, the Office may require
a requester to make an advance deposit
of 25 percent of the estimated fee or an
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advance payment of $25, whichever is
greater.

(2) When a requester has previously
failed to pay a fee charged under this
part, the requester must pay the Office
the full amount owed and make an ad-
vance deposit of the full amount of any
estimated fee before the Office shall be
required to process a new or pending
request for access from that requester.

§700.18 Appeals from denials of ac-
cess.

(a) Appeals to Independent Counsel.
When the Office denies in whole or part
a request for access to records, the re-
quester may appeal the denial to Inde-
pendent Counsel within 30 days of his
receipt of the notice denying his re-
quest. An appeal to Independent Coun-
sel shall be made in writing, addressed
to the Office of Independent Counsel,
suite 701 West, 555 Thirteenth Street,
NW., Washington, DC 20004. Both the
envelope and the letter of appeal itself
must be clearly marked: “Privacy Act
Appeal.”

(b) Action on appeals. Unless Inde-
pendent Counsel otherwise directs, he
or his designee shall act on all appeals
under this section, except that: A de-
nial of a request for access by Inde-
pendent Counsel, or his designee, shall
constitute the final action of the Office
on that request.

(c) Form of action on appeal. The dis-
position of an appeal shall be in writ-
ing. A decision affirming in whole or in
part the denial of a request for access
shall include a brief statement of the
reason or reasons for the affirmance,
including each Privacy Act exemption
relied upon and its relation to each
record withheld, and a statement that
judicial review of the denial is avail-
able in the United States District
Court for the judicial district in which
the requester resides or has his prin-
cipal place of business, the judicial dis-
trict in which the requested records are
located, or the District of Columbia. If
the denial of a request for access is re-
versed on appeal, the requester shall be
so notified and the request shall be
processed promptly in accordance with
the decision on appeal.

§700.20

§700.19 Preservation of records.

The Office shall preserve all cor-
respondence relating to the requests it
receives under this subpart, and all
records processed pursuant to such re-
quests, until such time as the destruc-
tion of such correspondence and
records is authorized pursuant to title
44 of the U.S. Code. Under no cir-
cumstances shall records be destroyed
while they are the subject of a pending
request for access, appeal, or lawsuit
under the Act.

§700.20 Requests for correction of

records.

(a) How made. Unless a record is ex-
empted from correction and amend-
ment, an individual may submit a re-
quest for correction of a record per-
taining to him. A request for correc-
tion must be made in writing. The re-
quest must identify the particular
record in question, state the correction
sought, and set forth the justification
for the correction. Both the envelope
and the request for correction itself
must be clearly marked: ““Privacy Act
Correction Request.”

(b) Initial determination. Within 10
working days of receiving a request for
correction, the Office shall notify the
requester whether his request will be
granted or denied, in whole or in part.
If the Office grants the request for cor-
rection in whole or in part, it shall ad-
vise the requester of his right to obtain
a copy of the corrected record, in re-
leasable form, upon request. If the Of-
fice denies the request for correction in
whole or in part, it shall notify the re-
quester in writing of the denial. The
notice of denial shall state the reason
or reasons for the denial and advise the
requester of his right to appeal.

(c) Appeals. When a request for cor-
rection is denied in whole or in part,
the requester may appeal the denial to
Independent Counsel within 30 days of
his receipt of the notice denying his re-
quest. An appeal to Independent Coun-
sel shall be made in writing, shall set
forth the specific item of information
sought to be corrected, and shall in-
clude any documentation said to jus-
tify the correction. An appeal shall be
addressed to the Office of Independent
Counsel, suite 701 West, 555 Thirteenth
Street, NW., Washington, DC 20004.

707



§700.21

Both the envelope and the letter of ap-
peal itself must be clearly marked:
“Privacy Act Correction Appeal.”’

(d) Determination on appeal. Inde-
pendent Counsel, or his designee, shall
decide all appeals from denials or re-
quests to correct records. All such ap-
peals shall be decided within 30 work-
ing days of receipt of the appeal, unless
there is good cause to extend this pe-
riod. If the denial of a request is af-
firmed on appeal, the requester shall be
so notified in writing and advised of—

(1) The reason or reasons the denial
has been affirmed,

(2) The requester’s right to file a
Statement of Disagreement, as pro-
vided in paragraph (e) of this section,
and

(3) The requester’s right to obtain ju-
dicial review of the denial in the
United States District Court for the ju-
dicial district in which the requester
resides or has his principal place of
business, the judicial district in which
the record is located, or the District of
Columbia.

If the denial is reversed on appeal, the
requester shall be so notified and the
request for correction shall be re-
manded to the Office for processing in
accordance with the decision on appeal.

(e) Statements of disagreement. A re-
quester whose appeal under this sec-
tion is denied shall have the right to
file a Statement of Disagreement with
the Office of Independent Counsel,
Suite 701 West, 555 Thirteenth Street,
NW., Washington, DC 20004, within 30
days of receiving notice of denial of his
appeal. Statements of disagreement
may not exceed one typed page per fact
disputed. Statements exceeding this
limit shall be returned to the requester
for condensation. Upon receipt of a
statement of disagreement under this
section, Independent Counsel, or his
designee, shall have the statement in-
cluded in the system of records in
which the disputed record is main-
tained and shall have the disputed
record marked so as to indicate—

(1) That a statement of disagreement
has been filed, and

(2) Where in the system of records
the statement of disagreement may be
found.

(f) Notices of correction or disagreement.
Within 30 working days of the correc-
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tion of a record, the Office shall advise
all agencies to which it previously dis-
closed the record that the record has
been corrected. Whenever an individual
has filed a statement of disagreement,
the Office shall append a copy of the
statement to the disputed record when-
ever the record is disclosed. The Office
may also append to the disputed record
any written statement it has made giv-
ing the Office’s reasons for denying the
request to correct the record.

§700.21 Records not subject to correc-
tion.

The following records are not subject
to correction or amendment as pro-
vided in §700.20:

(a) Transcripts of testimony given
under oath or written statements made
under oath;

(b) Transcripts of grand jury pro-
ceedings, judicial proceedings, or
quasi-judicial proceedings that con-
stitute the official record of such pro-
ceedings;

(c) Presentence records that are the
property of the courts, but may be
maintained by the Office in a system of
records; and

(d) Records duly exempted from cor-
rection pursuant to 5 U.S.C. 552a(j) or
552a(k) by notice published in the FED-
ERAL REGISTER.

§700.22 Request for
record disclosures.

accounting of

(a) An individual may request the Of-
fice to provide him with an accounting
of those other agencies to which the
Office has disclosed the record, and the
date, nature, and purpose of each dis-
closure. A request for an accounting
must be made in writing and must
identify the particular record for which
the accounting is requested. The re-
quest also must be addressed to the Of-
fice and both the envelope and the re-
quest itself must clearly be marked:
“Privacy Act Accounting Request.”

(b) The Office shall not be required to
provide an accounting to an individual
to the extent that the accounting re-
lates to—

(1) Records for which no accounting
must be kept pursuant to 5 U.S.C.
552a(c)(1),
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(2) Disclosures of records to law-en-
forcement agencies for lawful law-en-
forcement activities, pursuant to writ-
ten requests from such law-enforce-
ment agencies specifying records
sought and the law-enforcement activi-
ties for which the records are sought,
under 5 U.S.C. 552a (c)(3) and (b)(7), or

(3) Records for which an accounting
need not be disclosed pursuant to 5
U.S.C. 552a (j) or (k).

(c) A denial of a request for an ac-
counting may be appealed to Inde-
pendent Counsel in the same manner as
a denial of a request for access, with
both the envelope and the letter of ap-
peal itself clearly marked: “Privacy
Act Accounting Appeal.”

§700.23 Notice of subpoenas and emer-
gency disclosures.

(a) Subpoenas. When records per-
taining to an individual are subpoenaed
by a grand jury, court, or quasi-judicial
authority, the official served with the
subpoena shall be responsible for ensur-
ing that written notice of its service is
forwarded to the individual. Notice
shall be provided within 10 working
days of the service of the subpoena or,
in the case of a grand jury subpoena,
within 10 working days of its becoming
a matter of public record. Notice shall
be mailed to the last known address of
the individual and shall contain the
following information: The date the
subpoena is returnable, the court or
quasi-judicial authority to which it is
returnable, the name and number of
the case of proceeding, and the nature
of the records sought. Notice of the
service of a subpoena is not required if
the system of records has been exempt-
ed from the notice requirement of 5
U.S.C. 552a(e)(8), pursuant to 5 U.S.C.
552a(j), by a Notice of Exemption pub-
lished in the FEDERAL REGISTER.

(b) Emergency disclosures. If the record
of an individual has been disclosed to
any person under compelling cir-
cumstances affecting the health or
safety of any person, as described in 5
U.S.C. 552a(b)(8), the individual to
whom the record pertains shall be noti-
fied of the disclosure at his last known
address within 10 working days. The
notice of such disclosure shall be in
writing and shall state the nature of
the information disclosed, the person

§700.25

or agency to whom it was disclosed,
the date of disclosure, and the compel-
ling circumstances justifying the dis-
closure. The officer who made or au-
thorized the disclosure shall be respon-
sible for providing such notification.

§700.24 Security of systems of records.

(a) The Office Administrator or Secu-
rity Officer shall be responsible for
issuing regulations governing the secu-
rity of systems of records. To the ex-
tent that such regulations govern the
security of automated systems of
records, the regulations shall be con-
sistent with the guidelines developed
by the National Bureau of Standards.

(b) The Office shall establish admin-
istrative and physical controls to pre-
vent unauthorized access to its sys-
tems of records, to prevent the unau-
thorized disclosure of records, and to
prevent the unauthorized disclosure of
records, and to prevent the physical
damage or destruction of records. The
stringency of such controls shall re-
flect the sensitivity of the records the
controls protect. At a minimum, how-
ever, the Office’s administrative and
physical controls shall ensure that—

(1) Records are protected from public
view,

(2) The area in which records are
kept is supervised during business
hours to prevent unauthorized persons
from having access to the records, and

(3) Records are inaccessible to unau-
thorized persons outside of business
hours.

(c) The Office shall establish rules re-
stricting access to records to only
those individuals within the Office who
must have access to such records in
order to perform their duties. The Of-
fice also shall adopt procedures to pre-
vent the accidental disclosure of
records or the accidental granting of
access to records.

§700.25 Use and collection of social se-
curity numbers.

(a) Each system manager of a system
of records that utilizes Social Security
numbers as a method of identification
without statutory authorization, or au-
thorization by regulation adopted prior
to January 1, 1975, shall take steps to
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§700.26

revise the system to avoid future col-
lection and use of the Social Security
numbers.

(b) The Office shall take such meas-
ures as are necessary to ensure that
employees authorized to collect infor-
mation from individuals are advised
that individuals may not be required to
furnish Social Security numbers with-
out statutory or regulatory authoriza-
tion and that individuals who are re-
quested to provide Social Security
numbers voluntarily must be advised
that furnishing the number is not re-
quired and that no penalty or denial of
benefits will flow from the refusal to
provide it.

§700.26 Employee standards of con-
uct.

(a) The Office shall inform its em-
ployees of the provisions of the Privacy
Act, including the Act’s civil liability
and criminal penalty provisions. The
Office also shall notify its employees
that they have a duty to—

(1) Protect the security of records,

(2) Assure the accuracy, relevance,
timeliness, and completeness of
records,

(3) Avoid the unauthorized disclo-
sure, either verbal or written, of
records, and

(4) Ensure that the Office maintains
no system of records without public no-
tice.

(b) Except to the extent that the Pri-
vacy Act permits such activities, an
employee of the Office of Independent
Counsel shall:

(1) Not collect information of a per-
sonal nature from individuals unless
the employee is authorized to collect
such information to perform a function
or discharge a responsibility of the Of-
fice;

(2) Collect from individuals only that
information that is necessary to the
performance of the functions or to the
discharge of the responsibilities of the
Office;

(3) Collect information about an indi-
vidual directly from that individual,
whenever practicable;

(4) Inform each individual from
whom information is collected of—

(i) The legal authority that author-
izes the Office to collect such informa-
tion,
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(ii) The principal purposes for which
the Office intends to use the informa-
tion,

(iii) The routine uses the Office may
make of the information, and

(iv) The effects upon the individual of
not furnishing the information;

(5) Maintain all records that are used
by the agency in making any deter-
mination about any individual with
such accuracy, relevance, timeliness,
and completeness as to assure fairness
to the individual in the determination;

(6) Except as to disclosures to an
agency or pursuant to 5 U.S.C.
552a(b)(2), make reasonable efforts,
prior to disseminating any record
about an individual, to assure that
such records are accurate, relevant,
timely, and complete;

(7) Maintain no record concerning an
individual’s religious or political be-
liefs or activities, or his membership in
associations or organizations, unless—

(i) The individual has volunteered
such information for his own benefit,

(ii) A statute expressly authorizes
the Office to collect, maintain, use or
disseminate the information, or

(iii) The individual’s beliefs, activi-
ties, or membership are pertinent to
and within the scope of an authorized
law-enforcement or correctional activ-
ity;

(8) Notify the head of the Office of
the existence or development of any
system of records that has not been
disclosed to the public;

(9) When required by the Act, main-
tain an accounting in the prescribed
form of all disclosures of records by the
Office to agencies or individuals wheth-
er verbally or in writing;

(10) Disclose no record to anyone, ex-
cept within the Office, for any use, un-
less authorized by the Act;

(11) Maintain and use records with
care to prevent the inadvertent disclo-
sure of a record to anyone; and

(12) Notify the head of the Office of
any record that contains information
that the Act or the foregoing provi-
sions of this paragraph do not permit
the Office to maintain.

(c) Not less than once a year, the
head of each Office shall review the
systems of records maintained by that
Office to ensure that the Office is in
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compliance with the provisions of the
Privacy Act.

§700.27 Other rights and services.

Nothing in this subpart shall be con-
strued to entitle any person, as of
right, to any service or to the disclo-
sure of any record to which such person
is not entitled under 5 U.S.C. 552a.

Subpart B—Exemption of the Of-
fice of Independent Counsel’s
Systems of Records Under the
Privacy Act

§700.31 Exemption of the Office of
Independent Counsel’s systems of
records—limited access.

(a) The following system of records is
exempt from 5 U.S.C. 552a(c) (3) and (4);
(d); (e)(1), (2 and (3); (&) (G), (H) and
(1; (e) (5) and (8); (f); and (9):

(1) General Files System of the Office of
Independent Counsel (O1C/001).

These exemptions apply only to the ex-
tent that information in the system is
subject to exemption pursuant to 5
U.S.C. 552a (j)(2), (kK)(1)., (k)(2), and
5.

(b) Exemptions from the particular
subsections are justified for the fol-
lowing reasons:

(1) From subsection (c)(3) because
making available to a record subject
the accounting of disclosures from
records concerning him/her would re-
veal investigative interest on the part
of the Office of Independent Counsel as
well as the recipient agency. This
would permit record subjects to impede
the investigation, e.g., destroy evi-
dence, intimidate potential witnesses,
or flee the area to avoid inquiries or
apprehension by law-enforcement per-
sonnel. Moreover, the release of the ac-
counting of disclosures made under
subsection (b) of the Act, including
those disclosures permitted under the
routine uses published for these sys-
tems would permit the subject of an in-
vestigation of an actual or potential
criminal, civil or regulatory violation
to determine whether he is the subject
of an investigation or to obtain valu-
able information concerning the nature
of the investigation, material compiled
during the investigation, and the iden-
tity of witnesses and informants. Dis-
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closure of the accounting would, there-
fore, present a serious impediment to
law enforcement. In addition, disclo-
sure of the accounting would amount
to notice to the individual of the exist-
ence of a record; such notice require-
ment under subsection (f)(1) of the Act
is specifically exempted for this system
of records.

(2) From subsection (c)(4) because an
exemption is being claimed under sub-
section (d) of the Act. This system is
exempt from the access provisions of
subsection (d) pursuant to subsections
() and (k) of the Privacy Act. Sub-
section (c)(4), therefore, is inapplicable
to this system of records.

(3) From subsection (d) because the
records contained in this system relate
to official federal investigations. Indi-
vidual access to these records con-
tained in this system would inform the
subject of an investigation of an actual
or potential criminal, civil, or regu-
latory violation, of the existence of
that investigation, of the nature and
scope of the information and evidence
obtained as to his activities, of the
identities of witnesses and informants,
or would provide information that
could enable the subject to avoid detec-
tion or apprehension. These factors
would present a serious impediment to
effective law enforcement because they
could prevent the successful comple-
tion of the investigation, reveal con-
fidential informants, endanger the
physical safety of witnesses or inform-
ants, and lead to the improper influ-
encing of witnesses, the destruction of
evidence, or the fabrication of testi-
mony. Individual access also could con-
stitute an unwarranted invasion of the
personal privacy of third parties who
are involved in an investigation.
Amendment of the records would inter-
fere with ongoing criminal-law enforce-
ment proceedings and impose an im-
possible administrative burden.

(4) From subsections (e) (1) and (5) be-
cause, in the course of criminal or
other law-enforcement investigation,
cases and matters, the Office of Inde-
pendent Counsel may occasionally ob-
tain information concerning actual or
potential violations of law that are not
strictly within its authority or juris-
diction, or may compile information,
the accuracy of which is unclear or
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which is not strictly relevant or nec-
essary to a specific investigation. In
the interests of effective law enforce-
ment, it is appropriate and necessary
to retain all information that may aid
in establishing patterns of criminal ac-
tivity. Moreover, it would impede the
specific investigative process if it were
necessary to ensure the relevance, ac-
curacy, timeliness and completeness of
all information obtained. In particular,
this would restrict the ability of
trained investigators, intelligence ana-
lysts, and government attorneys to ex-
ercise their judgment in reporting on
information and investigations.

(5) From subsection (e)(2) because, in
a criminal or other law-enforcement
investigation, the requirement that in-
formation be collected to the greatest
extent possible from the subject indi-
vidual would present a serious impedi-
ment to law enforcement. In such cir-
cumstances, the subject of the inves-
tigation or prosecution would be in-
formed of the existence of the inves-
tigation and would therefore be able to
avoid detection, apprehension, or legal
obligations or duties, as well as to in-
fluence witnesses improperly, to de-
stroy evidence, or to fabricate testi-
mony.

(6) From subsection (e)(3) because
compliance with the requirements of
this subsection during the course of an
investigation could impede the infor-
mation-gathering process, thus ham-
pering the investigation. Furthermore,
such requirements could compromise
the existence of a confidential inves-
tigation or reveal the identity of wit-
nesses or confidential informants.

(7) From subsections (e)(4) (G) and
(H) because this system is exempt from
the individual-access provisions of sub-
section (d) pursuant to subsections (j)
and (k) of the Privacy Act.

(8) From subsection (e)(4)(1) because
the categories of sources of records in
this system have been published in the
FEDERAL REGISTER in broad generic
terms in the belief that this is all that
subsection (e)(4)(l) of the Act requires.
In the event, however, that this sub-
section should be interpreted to require
more detail as to the identity of
sources of the records in these systems,
exemption from this provision is nec-
essary in order to protect the confiden-
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tiality of the sources of criminal and
other law-enforcement information.
Such exemption is further necessary to
protect the privacy and physical safety
of witnesses and informants.

(9) From subsection (e)(8) because the
individual-notice requirements of sub-
section (e)(8) could present a serious
impediment to law enforcement
through interference with the Office of
Independent Counsel’s ability to issue
subpoenas and the disclosure of its in-
vestigative techniques and procedures.

(10) From subsection (f) because this
system is exempt from the individual-
access provisions of subsection (d) pur-
suant to subsections (j) and (k) of the
Privacy Act. Furthermore, such notice
to an individual would be detrimental
to the successful conduct and/or com-
pletion of an investigation or prosecu-
tion pending or future.

(11) From subsection (g) because this
system is exempt from the individual-
access and amendment provisions of
subsection (d) and the provisions of
subsection (f) pursuant to subsections
(J) and (k) of the Privacy Act.

(c) The following system of records is
exempt from 5 U.S.C. 552a(c) (3) and (4),
(d). (e) (1), (2) and (3), (e)(4), (G). (H) and
(1; (e) (5) and (8); (f) and (9):

(1) Freedom of Information Act/Privacy
Act Files (OIC/002). These exemptions apply
to the extent that information in this sys-
tem is subject to exemption pursuant to 5
U.S.C. 552a(j)(2), (k)(1), (k)(2,) and (k)(5).

(d) Because this system contains Of-
fice of Independent Counsel criminal
law-enforcement investigatory records,
exemptions from the particular sub-
sections are justified for the following
reasons:

(1) From subsection (c)(3) because the
release of the disclosure accounting
would permit the subject(s) of criminal
investigations under investigation or
in litigation to obtain valuable infor-
mation concerning the nature of that
investigation, matter or case and
present a serious impediment to law-
enforcement activities.

(2) From subsection (c)(4) because an
exemption is being claimed for sub-
section (d) of the Act, rendering this
subsection inapplicable to the extent
that this system of records is exempted
from subsection (d).
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(3) From subsection (d) because ac-
cess to the records contained in this
system would inform the subject of
criminal investigation or case of the
existence of such, and provide the sub-
ject with information that might en-
able him to avoid detection, apprehen-
sion or legal obligations, and present a
serious impediment to law enforcement
and other civil remedies. Amendment
of the records would interfere with on-
going criminal law-enforcement pro-
ceedings and impose an impossible ad-
ministrative burden.

(4) From subsection (e)(1) because in
the courses of criminal investigations,
matters or cases, the Office of Inde-
pendent Counsel often obtains informa-
tion concerning the violation of laws
other than those relating to an active
case, matter, or investigation. In the
interests of effective law enforcement
and criminal litigation, it is necessary
that the Office of Independent Counsel
retain this information since it can aid
in establishing patterns of activity and
provide valuable leads for future cases
that may be brought within the Office
of Independent Counsel.

(5) From subsection (e)(2) because
collecting information to the greatest
extent possible from the subject indi-
vidual of a criminal investigation or
prosecution would present a serious
impediment to law enforcement. In
such circumstances, the subject of the
investigation would be placed on notice
of the existence of the investigation
and would therefore be able to avoid
detection, apprehension, or legal obli-
gations and duties.

(6) From subsection (e)(3) because
providing individuals supplying infor-
mation with a form stating the re-
quirements of subsection (e)(3) would
constitute a serious impediment to law
enforcement. In those circumstances,
it could compromise the existence of a
confidential investigation, reveal the
identity of confidential sources of in-
formation, and endanger the life and
physical safety of confidential inform-
ants.

(7) From subsection (e)(4) (G), (H) and
(1) because this system of records is ex-
empt from the individual-access and
amendment provisions of subsection (d)
and the rules provisions of subsection
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(8) From subsection (e)(5) because, in
the collection of information for law-
enforcement purposes, it is impossible
to determine in advance what informa-
tion is accurate, relevant, timely, and
complete. With the passage of time,
seemingly irrelevant or untimely infor-
mation may acquire new significance
as further investigation brings new de-
tails to light and the accuracy of such
information can only be determined in
a court of law. The restrictions of sub-
section (e)(5) would inhibit the ability
of trained investigators and intel-
ligence analysts to exercise their judg-
ment in reporting on investigations
and impede the development of intel-
ligence necessary for effective law en-
forcement.

(9) From subsection (e)(8) because the
individual-notice requirements of sub-
section (e)(8) could present a serious
impediment to law enforcement, i.e.,
this could interfere with the Office of
Independent Counsel’s ability to issue
subpoenas and could reveal investiga-
tive techniques and procedures.

(10) From subsection (f) because this
system has been exempted from the in-
dividual-access and amendment provi-
sions of subsection (d).

(11) From subsection (g) because the
records in this system are generally
compiled for law-enforcement purposes
and are exempt from the individual-ac-
cess and amendment provisions of sub-
sections (d) and (f), this rendering sub-
section (g) inapplicable.

PART 701—PROCEDURES FOR DIS-
CLOSURE OF RECORDS UNDER
THCI,‘E FREEDOM OF INFORMATION
ACT

Sec.
701.10
701.11
701.12
701.13
701.14
701.15
701.16
701.17
701.18 Fees.

701.19 Other rights and services.

AUTHORITY: 5 U.S.C. 552.

SOURCE: 53 FR 8895, Mar. 18, 1988, unless
otherwise noted.

General provisions.

Requirements pertaining to requests.
Responses by the Office to requests.
Form and content of Office responses.
Classified information.

Business information.

Appeals.

Preservation of records.
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